Request for Proposal

Cortland County

ACQUISITION OF HP SWITCHES AND ASSOCIATED
COMPONENTS

Cortland County
Department of Information Technology
November 10, 2014



VENDOR GUIDELINES

Cortland County wishes to significantly upgrade the communications infrastructure in our various offices
and buildings. To that end we are seeking proposals to supply the County with HP ProCurve switches
and associated components.

This proposal is for the acquisition of equipment only. There is no expectation of installation or technical
support.

The substitution of competitive products will not be considered. Cortland County is heavily invested in
Hewlett Packard and will not entertain substitutes.

The successful proposal will become exhibit 1 in a contract between the vendor and Cortland County. A
sample of our standard contract is attached. Please read, understand and agree with the terms and
conditions in that contract before submitting your proposal. The provision in the standard contract, Article
4, Paragraph B, for Automobile Coverage can be met with a vendor’s statement that the vendor will not
be using company transportation in the execution of this contract.

All questions need to be submitted in writing to Jack Hess at jhess@cortland-co.org by November 20,
2014 at 3:00 pm. If an addendum is required, it will be published on November 24, 2014. Bids are due on
December 3, 2014 at 4:00 pm at the office of the Deputy Director of Information Technology for Cortland
County, 60 Central Avenue, Cortland, NY 13045.

Vendors shall note that a response to this RFP does not commit Cortland County to any course of action
resulting from its receipt.

This document shall not be construed as a contract between the parties and no communication—whether
verbal or written by Cortland County or its agents during the course of the evaluation process—shall
create such a contract with respect to the products or services specified in this RFP.

Cortland County reserves the right to accept a bid in its entirety or choose items on a line item by line
item basis.

Cortland County reserves the right to reject all bids.
Prices quoted in the proposal must remain effective for a period of 45 days from bid opening.

Pricing should include any shipping and/or handling charges.

Administration

All vendors should provide two (2) hard copies and one (1) soft copy for the attention of the
Primary Contact:

Send proposals to:

Cortland County Department of Information Technology
Jack Hess, Deputy Director

60 Central Avenue

Cortland, New York 13045

Phone: (607) 753-5042

FAX: (607) 756-3448

jhess@cortland-co.org

The main body of the RFP response shall be provided in Microsoft Word 97 or above format. Any
supplemental or supporting information can be supplied in the following formats:
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e Adobe Acrobat PDF v9.0 or above
e Plain text
o Office 97 or above

Vendors must clearly reference the following title on the RFP:

RFP — HP Switches and Associated Components
Bids must be received no later than December 3, 2014 at 4:00 pm. Responses received after this
time will not be considered.
Extensions to the due date will not be granted and responses may not be modified after
submission.

Response Format

In the interest of consistency and to enable an efficient and fair evaluation process, proposal responses
must conform to the following:

e Proposals shall mirror the format and sequence of the RFP.
e Proposals shall be self-contained and not rely on references to manuals or brochures.

Questions

Any questions regarding interpretation or clarification of this document shall be addressed to the Primary
Contact before the date given in the time table.

RFP Time Table
Date Event

November 15, 2014 Circulation of RFP to vendors.
November 20, 2014 Deadline for questions from vendors.
November 24, 2014 Addendum published if required.
December 3, 2014 Deadline for RFP response submission by vendors.

Announcement of successful vendor or other result of
December 10, 2014 RFP process

Criteria for Selection to RFP Short List
The following are Cortland County’s criteria for the RFP short list.

e Costs for Equipment

e Vendor’s ability to adhere to schedule.

e The county reserves the right to make awards based upon circumstances other than being the lowest
bidder, including delivery requirements, quantity requirements, location of vendor, known past
experience and other such circumstances which affect the bid.

Confidentiality

This RFP and Cortland County’s process of evaluating sourcing opportunities—as well as the timing and

content of any meetings, discussions, and negotiations between Cortland County and the vendor—will be
deemed “Confidential Information”.
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Vendors must recognize the information contained in this RFP is proprietary to Cortland County and is to
be used by each vendor only for the purpose of preparing a response to this RFP. The information may
not be used or shared with other parties for any purpose without Cortland County’s prior written
permission.

Vendors may disclose relevant parts of this RFP to their appropriate business partners and/or
subcontractors, as needed to satisfy the terms of completion of this RFP.

Additionally, Cortland County will not share any information from the vendor’s response with any other
vendors without the prior written agreement of the vendor.

Equipment Specifications of ltems Up for Bid

Quantity Description

35 HP 2530-24G-PoE+ Switch (J9773A)

6 HP 2530-48G-PoE+ Switch (J9772A)

20 HP ProCurve Gigabit SX-LC Mini GBIC (J4558C) for Multi-Mode Fiber

20 Fiber Patch cables - ST connector to LC - one meter

(as needed) Fiber Module Racks to Support 20 Media Converters

20 Media Converter — GB Ethernet to GB Multi-Mode Fiber

20 Fiber Patch cables — ST Connector to Type Used on Quoted Media Converter
¢ No substitutes are allowed for the Hewlett Packard equipment
e All equipment is new with full manufacturer’s warranty
¢ Quote an appropriate number of fiber module racks to support 20 media converters
e Media Converters quoted must work with GBIC’s quoted
e All pricing is inclusive of shipping and handling

Attachments

1. Non-collusive Bidding Statement
2. Cortland County Standard Contract
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Attachment 1

NON-COLLUSIVE BIDDING CERTIFICATION

By submission of this bid, each bidder and each person signing on behalf of any bidder
certifies, and in the case of a joint bid, each party thereto certifies as to its own
organization, under penalty of perjury, that to the best of their knowledge and belief:

1. The prices in this bid have been arrived at independently without
collusion, consultation, communication, or agreement, for the purpose of
restricting competition, as to any matter relating to such prices with any
other bidder or with any competitor.

2. Unless otherwise required by law, the prices which have been quoted in
this bid have not been knowingly disclosed by the bidder and will not be
disclosed by the bidder prior to opening, directly or indirectly, to any other
bidder or to any competitor.

3. No attempt has been made or will be made by the bidder to induce any
other person, partnership or corporation to submit or not to submit a bid
for the purpose of restricting competition.

This proposal is signed by the bidder with full knowledge and acceptance of all the
revisions of the general specifications, the proposal, and the group specification.

COMPANY NAME:

ADDRESS:

CITY, STATE, ZIP CODE:

AREA CODE TELEPHONE NUMBER:

AUTHORIZED SIGNATURE:

TITLE:

DATE:
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Attachment 2

AGREEMENT

THIS AGREEMENT, entered into this day of . 20___, by and between the COUNTY OF
CORTLAND, New York, (the “COUNTY”), a municipal corporation organized and existing under the laws of
the State of New York with offices at 60 Central Avenue, Cortland, New York 13045, and , (the
“CONTRACTOR”), with offices located at

WITNESSETH, that the COUNTY and the CONTRACTOR, for the consideration hereafter named, agree as

follows:

ARTICLE 1. WORK TO BE DONE AND CONSIDERATION THEREFORE
The CONTRACTOR shall furnish
(Describe the work to be done; if a proposal for the work exists, attach same as an exhibit and cite said exhibit

herein.)

ARTICLE 2. TERM
The CONTRACTOR agrees to perform the services and/or supply goods beginning , 20 and ending
,20

ARTICLE 3. ACCEPTANCE AND FINAL PAYMENT

Upon receipt of written notice that the Contract has been fully performed and the COUNTY agrees that the
Contract has been fully performed, the CONTRACTOR shall file with the COUNTY an itemized voucher and the
COUNTY shall pay the CONTRACTOR $ within its normal payment period.

ARTICLE 4. CONTRACTOR’S INSURANCE

The CONTRACTOR shall not commence work under this Contract until he/she/it has obtained all insurance
required under this paragraph and the COUNTY has approved such insurance. The COUNTY requires the
following insurance coverage and amounts:

(A) Comprehensive General Liability, including personal injury coverage of $1,000,000.00 per
occurrence and $2,000,000.00 in the aggregate and property damage coverage in the amount of
$500,000.00 per occurrence and $1,000,000.00 in the aggregate.

(B) Automobile coverage with a combined single limit of $1,000,000.00.

(C) Statutory Worker’s Compensation Disability Coverage, and Unemployment Insurance.
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(D) Professional Liability Insurance in the amount of $1,000,000.00 where applicable.

The CONTRACTOR shall submit at the time of the execution of this agreement, certificates of insurance
properly executed by an authorized representative of its insurance underwriter, evidencing such insurance policies
to be in full force and effect, naming the COUNTY which shall assume to include its officers, employees, agents
and representatives as additional insured. The certificates of insurance shall name specifically “Cortland County,

60 Central Avenue, Cortland, New York 13045 as an additional insured.

Notice of termination of any such policies must be provided to the COUNTY at least ten (10) days in advance.
CONTRACTOR shall, on or before this 10-day period, provide the COUNTY with a prospective Certificate of

Insurance with the above coverage and limits for the balance of the term of this agreement.

All insurance coverage required to be purchased and maintained by the CONTRACTOR under this agreement
shall be primary for the defense and indemnification on any action or claim asserted against the COUNTY and/or
the CONTRACTOR for work performed under this agreement, regardless of any other collectible insurance or

any language in the insurance policies which may be to the contrary.

Any accident shall be reported to the COUNTY as soon as possible and not later than twenty-four (24) hours from
the time of such accident. A detailed written report must be submitted to the COUNTY as soon thereafter as

possible and not later than three (3) days after the date of such accident.

ARTICLE 5. REPRESENTATIONS OF CONTRACTOR
The CONTRACTOR represents and warrants:
(A) That he/shefit is financially solvent and that he/shef/it is experienced in and competent to perform the
services as described in Article 1 above,
(B) That he/she/it is familiar with all Federal, State, municipal and departmental laws, ordinances and

regulation which may in any way affect the work or those employed therein.
ARTICLE 6. PERMITS AND REGULATIONS

The CONTRACTOR shall procure and pay for all permits and licenses necessary for the services to be rendered

hereunder.
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ARTICLE 7. COUNTY’S RIGHT TO STOP WORK OR TERMINATE CONTRACT
The COUNTY shall have the right to stop work or terminate the Contract if:

(A) The CONTRACTOR is adjudged bankrupt or makes an assignment for the benefit of creditors; or

(B) A receiver or liquidator is appointed for the CONTRACTOR or for any of his/her/it’s property and is
not dismissed within twenty (20) days after such appointment or the proceedings in connection
therewith are not stayed on appeal within said twenty (20) days; or

(C) The CONTRACTOR refuses or fails to prosecute the work or any part thereof with due diligence; or

(D) The CONTRACTOR fails to make prompt payment to persons supplying labor for the work; or

(E) The CONTRACTOR fails or refuses to comply with all applicable laws or ordinances; or

(F) The CONTRACTOR violates any provision of the Contract;

(G) In any event, the COUNTY, without prejudice to any other rights or remedy it may have, may by
seven (7) days notice to the CONTRACTOR, terminate this contract pursuant to the grounds stated
herein. In such case, the CONTRACTOR shall not be entitled to receive any further payment until
the work is complete. If the unpaid balance of the compensation to be paid to the CONTRACTOR
hereunder exceeds the expense of completing the work, such excess shall be paid to the
CONTRACTOR. If such expense exceeds such unpaid balance, the CONTRACTOR shall be liable
to the COUNTY for such excess.

(H) COUNTY may terminate this contract upon thirty (30) days written notice to the CONTRACTOR if
deemed in the best interest of the COUNTY.

(I) COUNTY may terminate if the contract is not funded.

ARTICLE 8. INDEMNIFICATION / HOLD HARMLESS

The CONTRACTOR shall indemnify, defend and hold the COUNTY, its Departments, and its officers,
employees, contractors, representatives and agents harmless from and against any and all claims, fines, demands,
losses, damages and expenses, including attorney’s fees, relating to or arising out of any negligent or intentional
acts and/or omissions of the CONTRACTOR or any of its directors, officers, employees, contractors,

representatives, or agents.
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ARTICLE 9. INDEPENDENT CONTRACTOR

The CONTRACTOR, including all its officers, employees and agents agrees that their relationship to the
COUNTY and any of its Departments or units, is that of an independent contractor, and said CONTRACTOR
covenants and agrees that they will not conduct themselves as, nor hold themselves out as, nor claim to be an
officer or employee of the COUNTY by reason hereof and that they will not claim, demand or make an
application to or for any right or privilege applicable to an officer or employee of the COUNTY, including, but
not limited to, Worker’s Compensation coverage, Unemployment Insurance benefits, Social Security coverage,

medical and/or dental benefits, or retirement membership or credit.

ARTICLE 10. ASSIGNMENT
Neither party may assign or sub-contract this contract or any portion thereof, without prior written consent of the

other party hereto.

ARTICLE 11. REQUIRED PROVISIONS OF LAW
Each and every provision of law and clause required by law to be inserted in this Contract shall be deemed to
have been inserted herein. If any such provision is not inserted, through mistake or otherwise, then upon the

application of either party, this Contract shall be physically amended to make such insertion.

ARTICLE 12. VENUES AND DISPUTES

The exclusive means of disposing of any dispute arising under this Agreement shall be decided in a New York
State Court of competent jurisdiction located within Cortland County, New York. There shall be no right to
binding arbitration. Pending final resolution of a dispute, the CONTRACTOR shall proceed diligently with
performing the terms of this Agreement. The CONTRACTOR waives any dispute or claim not made in writing
and received by the COUNTY within thirty (30) days of the occurrence giving rise to the dispute or claim. The
claim must be in writing for a sum certain and any money requested must be fully supported by all cost and

pricing information.

ARTICLE 13. REMEDIES
The remedies specified herein shall be cumulative and in addition to any other remedies available of law or in
equity. Waiver of a breach of any provision of this Agreement shall not constitute a waiver of any other or future

breach of the same provision or any other provision of the Agreement.
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ARTICLE 14. NOTICES

All notices of any nature referred to in this agreement shall be in writing and sent by registered or certified mail,
postage pre-paid, to the respective addresses set forth below or to such other addresses as the respective parties
may designate in writing.

To the CONTRACTOR:

To the COUNTY: Chair of the Legislature
County of Cortland
60 Central Avenue
Cortland, New York 13045

ARTICLE 15. SEVERABILITY
In the event any provision hereof shall be held for any reason to be illegal, invalid or unenforceable, such
illegality, invalidity or unenforceability shall not affect the remaining provisions of this agreement, which shall

continue in full force and effect.

ARTICLE 16. WAIVER

No waiver of any breach of any condition of this Agreement shall be binding unless in writing and signed by the
party waiving said breach. No such waiver shall in any way affect any other term or condition of this Agreement
or constitute a cause or excuse for a repetition of such or any other breach unless the waiver shall include the

same.

ARTICLE 17. MODIFICATION
This Agreement constitutes the complete understanding of the parties. No modification of any provisions thereof

shall be valid unless in writing and signed by both parties.
ARTICLE 18. EXECUTORY CLAUSE

The COUNTY shall have no liability under this Agreement to the CONTRACTOR or to anyone else beyond

funds appropriated and available for this Agreement.
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ARTICLE 19. RECORDS RETENTION AND AUDIT

The CONTRACTOR agrees to retain all books, records and/or other documents relevant to this Agreement for six
(6) years after the expiration or termination of this agreement or six (6) years after final payment, whichever is
later, unless otherwise agreed to by the parties in writing. New York State auditors and/or any other persons duly
authorized by the COUNTY shall have full access to and the right to examine any of the above-mentioned

documents during the above-stated time period.

ARTICLE 20. APPLICABLE LAW
This Agreement is governed by the laws of the State of New York.

ARTICLE 21. PRIVACY AND SECURITY (HIPAA)
(APPLICABLE TO ALL CONTRACTS FOR GOODS AND SERVICES WHICH
RELATE TO MEDICAL RECORD-KEEPING)
The purpose of this clause is to set forth the requirements for privacy and security of protected health information
(‘“PHI’) mandated by 45 CFR Part 164 as they apply to the services provided by CONTRACTOR on behalf of
COUNTY. Terms and conditions required relative to this agreement are incorporated and attached to this agreement
as “Exhibit ”.

IN WITNESS WHEREQF, the parties hereto have executed, or caused to be executed by their duly authorized
officials, this Agreement in duplicate (2 copies) each of which shall be deemed an original on the date written.
COUNTY OF CORTLAND

DATE: BY:

Susan Briggs, Chair
Cortland County Legislature

RFP - HP Switches and Associated Components RO3.docx



Acknowledgement

STATE OF NEW YORK )
COUNTY OF CORTLAND ) SS.:

On this day of , 20___, before me, the undersigned, a Notary Public in and for
said State, personally appeared Susan Briggs, personally known to me or proved to me on the basis of
satisfactory evidence to be the individual whose name is subscribed to the within instrument and
acknowledged to me that he/she executed the same in his/her capacity, that by his/her signature on the
instrument, the individual, or the person upon behalf of which the individual acted, executed the
instrument.

Notary Public
CONTRACTOR
(name of company)
DATE: BY:
(NAME OF SIGNATORY)
(CORP. OFFICER/POSITION)
Acknowledgement
STATE OF NEW YORK )
COUNTY OF ) ss.:
On this day of , 20 , before me, the undersigned, a Notary Public in and for
said State, personally appeared , personally known to me or proved to

me on the basis of satisfactory evidence to be the individual whose name is subscribed to the within
instrument and acknowledged to me that he/she executed the same in his/her capacity, that by his/her
signature on the instrument, the individual, or the person upon behalf of which the individual acted,
executed the instrument.

Notary Public
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EXHIBIT ____
PRIVACY AND SECURITY (HIPAA)
The purpose of this clause is to set forth the requirements for privacy and security of protected health information
(‘“PHI’) mandated by 45 CFR Part 164 as they apply to the services provided by CONTRACTOR on behalf of
COUNTY.

(A) CONTRACTOR understands the importance of the privacy of a patient’s PHI, and agrees to protect
that right to the extent necessary under this Agreement and under current federal, state, and local
regulations and laws. All PHI will be handled in a private and/or confidential manner. For purposes
of this Agreement, PHI is any data or other information as defined by the Department of Health and
Human Services in the Code of Federal Regulations, 45 CFR §164.501.

(B) Further, CONTRACTOR understands that County’s patients are intended third-party beneficiaries of
this Agreement, and have all the rights and privileges of any third-party beneficiary under current
law.

(C) Uses and disclosures of PHI that are permitted are those necessary in order for CONTRACTOR to:

1. Properly manage and administer its functions.

2. Meet its legal responsibilities.

3. Provide data aggregation services relating to the health care operations of the COUNTY.

4. Make those disclosures required by law such as in situations of abuse, neglect, or domestic
violence. The uses and disclosures permitted are limited to the PHI necessary to meet the
requirements of the law that compels the use or disclosure.

5. Make disclosures in response to a judicial or administrative proceeding through a lawful process
such as a subpoena or discovery request.

(D) The uses and disclosures of PHI that are required are those disclosures necessary:

1. For patients to review their PHI.

2. To provide an accounting of disclosures in accordance with 45 CFR §164.528.

3. To allow the Secretary of Health and Human Services to determine County’s compliance with 45
CFR §164.504.

(E) CONTRACTOR shall make the following assurances to COUNTY:

1. CONTRACTOR agrees that it shall not use or disclose any patient’s PHI for any purpose not
expressly stated in this Agreement. Further, CONTRACTOR shall not use or disclose PHI in any
manner or context prohibited by the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”) and subsequent federal, state, and local regulations. If CONTRACTOR does use or

disclose PHI for a purpose not expressly stated in this Agreement, it shall immediately cease the
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unauthorized use or disclosure, and shall notify COUNTY in writing of such use or disclosure.
CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect known to it of a
use or disclosure of PHI not allowed under this Agreement.

2. CONTRACTOR further agrees that any sub-contractors or other persons or entities not directly
employed by CONTRACTOR who use or disclose PHI obtained from COUNTY, shall abide by
terms of this clause of this Agreement. Any sub-contractor or other person or entity not directly
employed by CONTRACTOR that has used or disclosed PHI without proper authorization (as
defined in HIPAA and subsequent federal, state, and local regulations) shall be considered to
have acted as an agent of CONTRACTOR, and have violated the terms of this Agreement.
COUNTY may consider this use or disclosure a material breach of this Agreement.

3. By signing this Agreement, CONTRACTOR is assuring COUNTY it has met the minimum
safeguards necessary to protect unauthorized use or disclosure of PHI to any person or entity not
party to this Agreement. Such safeguards shall include the security safeguards outlined by the
1996 Health Insurance Portability and Accountability Act and subsequent federal regulation,
including: physical access to PHI, technical access to PHI, and administrative policies and
procedures addressing security of PHI.

4. Provider shall report to COUNTY any instance or circumstance in which PHI has been used or
disclosed by an unauthorized person or entity, including accidental disclosure by
CONTRACTOR. CONTRACTOR shall notify COUNTY in writing of any steps or procedural
changes made to address the unauthorized use or disclosure.

5. Should COUNTY find PHI used or disclosed to CONTRACTOR to be inaccurate or incomplete,
CONTRACTOR shall incorporate any amendments or corrections to the PHI at COUNTY’s
request.

6. CONTRACTOR will make PHI available to the individual who is the subject of the PHI for
amendment. Such requests by the individual for their PHI from CONTRACTOR will be made
through County. CONTRACTOR will incorporate any amendments to PHI that have been made
by COUNTY by virtue of the individual’s request for amendment.

7. CONTRACTOR will provide a timely accounting to the individual or to COUNTY, if requested
by either, of the disclosures of an individual’s PHI.

8. Should CONTRACTOR make any material alterations to the PHI while the PHI is in its
possession, CONTRACTOR shall notify COUNTY of such alterations so that COUNTY may
inform the patient who is the subject of the PHI.

9. At the termination of this Agreement, CONTRACTOR shall return or destroy to the satisfaction
of COUNTY any PHI held or maintained by CONTRACTOR and retain no copies of such
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information. If COUNTY and CONTRACTOR mutually agree that returning or destroying the
PHI is not feasible or permitted under law, the PHI will remain protected after this agreement
ends for as long as CONTRACTOR maintains the information. Further uses or disclosures of the
PHI will be limited to those purposes that make the return or destruction infeasible.

(F) If COUNTY determines CONTRACTOR has violated any of the above assurances, covenants or
terms, the CONTRACTOR has committed a material breach of this Agreement. COUNTY may then
provide CONTRACTOR with an opportunity to cure the breach or may terminate this Agreement and
may report the violations to the Department of Health and Human Services (“HHS”) or other federal
or state entity for possible prosecution or sanctions.

(G) Both parties to this agreement agree that they will protect the integrity and confidentiality of any PHI
being shared electronically.

(H) CONTRACTOR hereby gives COUNTY and the Department of Health and Human Services (or an
agent acting on behalf of HHS) the express right to inspect any and all internal practices, books, and
records relating to the use or disclosure of PHI by CONTRACTOR. If HHS suspects an unauthorized
use or disclosure of PHI by CONTRACTOR, HHS is authorized to pursue an investigation into
CONTRACTOR’s activities for the purposes of determining whether an unauthorized use or
disclosure of PHI has taken place.

(I) CONTRACTOR may have policies and procedures relating to privacy and security in place prior to
the commencement of this Agreement. If, after reasonable investigation, COUNTY concludes
CONTRACTOR’s policies and procedures to be “adequate” protection of a patient’s privacy rights
relating to PHI, CONTRATOR may elect to continue to use its own policies and procedures. The
term “adequate” in this clause means CONTRACTOR’s policies and procedures meet the minimum
privacy and security standards as set forth in COUNTY’s privacy and security policies and
procedures.

(J) COUNTY, through the appropriate Department will:

1. provide CONTRACTOR with its Privacy Notice;

2. provide CONTRACTOR with any changes in, or revocation of, permission by a patient to use or
disclose PHI, if such changes affect CONTRACTOR’s permitted or required uses or disclosures;
and

3. notify CONTRACTOR of any restriction to the use or disclosure of PHI to which the COUNTY
has agreed.
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(K.) Implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of the electronic protected
health information (ePHI) that it creates, receives, maintains, or transmits on behalf of

Cortland County.

(L.)Ensure that any agent, including a subcontractor, to whom Contractor provides ePHI agrees
to implement reasonable and appropriate safeguards to protect this information.

(M.) Report to Security Officer of Cortland County any security incidents of which it becomes
aware. (A security incident is defined as the attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference with system
operations in an information system.)
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